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Abstract—In this work, we study the uplink (UL) of a cloud
radio access network (C-RAN), where the central processing unit
(CU) utilizes remote radio units (RU)s belonging to the same
operator, i.e., the trusted RUs, as well as the RUs belonging
to other operators or private owners, i.e., the untrusted RU:s.
In order to preserve information privacy against the untrusted
RUs, the trusted RUs are enabled with full-duplex (FD) capability
and transmit a jamming signal towards the exotic RUs, while
receiving and forwarding UL signal to the CU. Note that the
transmitted jamming signal degrades the decoding capability at
the untrusted RUs, however, it can be later subtracted from
the UL communication as it is apriori known by the CU.
An optimization problem is then formulated to maximize the
sum uplink private information rate by jointly designing the
fronthaul compression, as well as the information and jamming
transmission strategies. Due to the intractability of the resulting
mathematical problem, an iterative solution is proposed with
convergence to a point satisfying the Karush-Kuhn-Tucker (KKT)
optimality conditions. Numerical simulations illustrate a notable
gain obtained via the proposed sharing mechanism under the
consideration of information privacy.

Keywords—Information privacy, full-duplex, MIMO, C-RAN,
physical layer security, friendly jamming.

I. INTRODUCTION

Network and spectrum sharing have been introduced as ef-
fective methods to improve efficiency, flexibility, and to enable
distributed ownership of the communication infrastructure [1],
[2]. In particular, in a C-RAN where radio interface is relegated
to distant RUs, usually with limited availability and fronthaul
capacity, an efficient use of the available infrastructure is
crucial. However, an inter-operator cooperation leads to an
inherent loss of information privacy, if not properly controlled.
In [3], a physical layer approach’ is proposed for the downlink
of a C-RAN system with untrusted RUs, and later extended for
multi-operator system under privacy constraints [6] and with
the joint inter-operator quantization approach in [7]. The idea is
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!'Unlike cryptographic approaches which rely on the limited computational
power of the untrusted nodes, physical layer security employs an information
theoretic approach, obtaining perfect secrecy [4], [S]. Moreover, it reduces the
challenges regarding the distribution and management of secret keys, specially
for systems with distributed architecture.

to utilize the downlink fronthaul quantization, jointly shaped at
the CU for all RUs, as an artificially generated noise in order to
reduce the decoding capability at the untrusted RUs. However,
the proposed method may not be implemented in the UL to
ensure information provacy against the untrusted RU nodes,
due to the lack of quantization or transmit coordination in the
UL user-RU communication.

In this paper, we propose a physical-layer privacy preserving
method for the uplink of C-RANs, where RUs belonging
to the same operator, i.e., the trusted RUs, as well as the
RUs belonging to other operators, i.e., the untrusted RUs,
can be utilized by the CU. This is in contrast to the works
focusing on the information secrecy against untrusted third-
party receivers, e.g., [8], the proposed privacy preserving
methods for the downlink [3], [6], as well as the known
cryptographic approaches reviewed in [4]. In particular, the
untrusted RUs are viewed as potential eavesdropper nodes
which constructively participate in the UL communication
process. To facilitate this, the trusted RUs are enabled with full-
duplex (FD) capability and transmit a jamming signal directed
at the untrusted nodes [5]. Note that the jamming signal sent
by the trusted RUs is a priori known to the CU, as they belong
to the same operator. As a result, it and can be later estimated
and subtracted from the UL communication at the CU, while
degrading the decoding capability at the untrusted RUs. An
optimization problem is then formulated to maximize the sum
uplink private rate by jointly designing the quantization, as
well as the information and jamming transmission strategies.
Due to the intractability of the resulting mathematical problem,
an iterative solution is proposed with convergence to a KKT so-
lution. Numerical simulations illustrate a notable gain obtained
via the proposed sharing mechanism, under the consideration
of information privacy.

A. Mathematical Notation:

Column vectors and matrices are denoted as lower-case
and upper-case bold letters, respectively. The trace, Hermitian
transpose, and determinant of a matrix are respectively denoted
by tr(-), (), and | - |, respectively. The Kronecker product
is denoted by ®. |A;], . denotes a tall matrix, obtained by
stacking the matrices A;, i € F. Similarly, (A;),_p constructs
a block-diagonal matrix with the blocks A,. E{-} denotes
mathematical expectation. {ay} denotes the set of all values
of a, Vk. The set A\ B includes all elements of A, excluding
those elements in 3. | indicates statistical independence.

II. SYSTEM MODEL

We consider the uplink of a C-RAN where a CU is con-
nected to multiple-antenna users with the help of multiple RUs,
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Fig. 1. The studied uplink C-RAN system where the untrusted (red) RUs
participate in the communication process. RUs are connected to the CU via
limited capacity fronthaul links. In order to provide information privacy the
trusted RUs transmit jamming signal towards untrusted RUs, see Section II
for details.

see Fig. 1. In particular, the system takes advantage of both
the trusted RUs, which belong to the same operator and are
capable of FD operation”, as well as a set of untrusted RUs
belonging to other operators or private owners. The index set
of UL users, the trusted RUs, and all RUs are denoted as
K, M, R, respectively. The number of Tx (Rx) antennas at
the RUs, and the Tx antennas at the UL users are respectively
denoted as N »,, (MR,,) and Ny j, Vk € K and m € R. Each
RU is connected to the CU via a limited capacity fronthaul,
ie., C;,1 € R. The complex matrices Hy; € CMri*Nuk and
Gy € CMrRmXNea | c [C,1,m € R, respectively denote the
flat-fading user-RU and RU-RU channels.
The received signal at the RUs can be expressed as

y=n+v+) Hix, (1)
keEK

where xi ~ CN (0,Xy), and Hy = |Hyg; ;e is the stacked
uplink channel. Similarly, we use stacked signal notations
y = |yilier, v = |Vier ~ CN(0,%) and n :=
[n;ier ~ CN(0,N), where n;, v, and y; respectively
represent the thermal noise, received self-jamming and the
combined received signal at the [-th RU.

The quantized version of y, i.e., yq = y+q, is then received
at the CU, where q := |q;|;er, such that q; ~ CN (0,Q;) is
the quantization noise. The limited capacity constraint on the
fronthaul links is hence imposed as

10g |Sn (N DY HkkakH> S +Qm
kek
— log |Qm| < Cm/Ba meTR,
(2)
where B is the bandwidth, and S,,, is the selection matrix
such that y,, = S,,y, see [9, Eq. (1)]. The transmit power

2Due to self-interference cancellation capability, FD RUs can send jamming
signal while receiving information [5].

constraint at the UL users is expressed as
tr (Xk) < PU,k7 kek. 3)

A. Coordinated Jamming

Due to the SIC capability, the trusted FD-RUs may transmit
friendly jamming signal w := | Wy, |mer ~ CN (0, W) while
receiving UL information®. The received jamming covariance,
including the impact of residual self-interference at the RUs is
characterized as

UV = RR + Vsi, Vrr = Gow,
T = GoWG{! + kGdiag (W) G + pdiag (GWGH),
N——

‘I’RR ‘Ps]

“

T
where G = (L(LGijjjeR)TJwR) , and Gq is obtained
similar to G, but by replacing the matrices Gy;,%,j € M
with zeroes®*. In the above expression, Urr (Prr) indicates the
inter-RU interference signal (covariance), whereas vg; (Wgr)
represents the residual self-interference signal (covariance),
with 0 < K, 8 < 1 respectively denote the transmit and receive
distortion coefficients, see [10, Section II]. The transmit power
constraint at the RUs is consequently expressed as

tr (SmWSTI;qI) S PR,m; m e Ra (5)

where Pg ,, = 0,m € R\M, in order to impose zero jamming
transmission from the non FD RUs.

B. Uplink Sum Private Information Rate

Since CU is aware of the transmitted jamming signal and the
corresponding channel information, an interference-reduced
version of the received signal at the CU is obtained as

Yo=Yy — Gow
=Hixp +n+q+vs + Z H;x;.
JER\K

=:ig
By utilizing the Gaussian distribution as well as the statistical
independence properties for all noise and signal elements, the
achievable communication information rate for the k-th UL
user to the CU is obtained as

Ry = log’I + H, X, H (E{ikikH})il ‘

= log ZHjxjH]H+N+\IISI+Q‘
jeER
—log| > H;X;HI' + N+ ¥g+Q[, (6)

JEK\E

3For notational simplicity, the jamming signal is defined for all trusted and
untrusted RUs. However, the condition w,, = 0,Vm € R\ M is later
enforced via (5).

4This follows from the fact that the CU, and by extension, the trusted RUs
are aware of the transmitted jamming codebook, and the received jamming at
the trusted RUs can be subtracted before it is sent to CU.



where Q = (Q),,cx- Moreover, the information leakage
from the k-th uplink user to the m-th RU is obtained as

Lim =log|S,, (HiX, H{ + N+ ®) S|
—log|Sm (T +N)SI|, (7)

m
provisioning a successive interference cancellation/subtraction
capability at the untrusted RUS’, representing the wost-case
scenario [11]. Please note that unlike the CU where the inter-
RU jamming signal could be subtracted, the received jamming
signal will remain at the untrusted RU and prevent it from
decoding the UL data. The achievable individual, and sum UL
private information rates are hence formulated as [12]

{Rk - Lkm}+a Rsum = Z Rprv,ky (8)
keK

where R, indicates the total amount of information from all

UL users that can be privately delivered to CU, i.e., without

being decoded by the untrusted RUs. Please note that the

positive operator {}* indicates that the secured information

rate may not be negative, and it is lower-bounded by zero.

Ry, = min
meR\M

III. JOINT TRANSMISSION AND COMPRESSION
OPTIMIZATION

In this part, we seek optimized transmission and fronthaul
quantization strategies, characterized by the covariance matri-
ces {Xk},{Qxr}, W, in order to maximize Ry, under the
operational system constraints. This is expressed as

max Roam (12a)
{Xk}v{Qm}»W

s.t. (2), (3), (5), (12b)

X, Qm, W=0,VEe K,meR. (12)

Note that the above problem is intractable due to the non-
differentiable and non-concave objective, as well as the non-
convexity of the feasible set corresponding to (2). In order to
transform the problem into a tractable form, firstly, we relax
the non-smooth {}T operator®, resulting in a smooth optimiza-
tion problem. The epigraph form of the relaxed problem is
formulated as

_ 13
RN ,;fk T (132)
st (), (3), (5), (12¢), (13b)

Ce < Ry Y& > Lgm, Ym e R\M, k ek,
(13¢)

where V = {{X:},{Qmn}, W} and 7, (; are auxiliary
variables. The above problem is still intractable, due to
the non-convex constraints (13c). However, it is amenable
to the successive general inner approximation (GIA) frame-
work [13], [14], due to the smooth difference-of-convex nature

SA linear transmit/receive strategy is assumed for the communication
process. However, the untrusted RUs may employ a non-linear processing,
facilitating successive interference decoding and cancellation. As a result, the
inter-UL user interference is eliminated in the calculation of the worst-case
leakage rate, as it may not be considered as a reliable interference (i.e., may
be decoded).

6Since X, = O is always a feasible solution, the difference Ry, — Ly,
will be never negative at the optimality [5], i.e., the relaxed problem shares
the same optimum as (12).

of Ry, Lim, as well as the fronthaul constraint (2). The idea

is to implement an iterative update, where in each iteration a

convex-approximate of the original problem (12) is solved. By

applying the first-order Taylor approximation

log | X| < f(X,Y) :=log|Y|+tr (Y (X =Y)) /In(2),

(14)

where In (.) denotes the natural logarithm. The problem (12)

is approximated in the ¢-th iteration as

 max Gk — Mk (15a)
{w,&”},{ci”},vw,;c

s.t. (3), (5), (12c), (15b)

Co (VAVEY) < Gy ¥me R, (150)

Ck SRk(VM 7V[i_1]> ) ’YkZz/kmO/[z]’V[l_l]) ’
YmeR\M, ke, (15d)

where the upper-index represents the iteration instance, and
the approximations Ry, Lk, and C,, are given in (9)-(11).
The problem (15) is a convex optimization problem and can
be solved via state of the art numerical solvers. In particular,
the problem (15) can be efficiently implemented as an extended
semi-definite-program via the MAX-DET algorithm [15]. The
sequence of subproblems (15) are solved until a stable point
is achieved. The detailed procedure is given in Algorithm 1.

A. Convergence

The Algorithm 1 converges to a solution satisfying the KKT
optimality conditions. In order to observe this, we recall that
(14) is obtained as the Taylor’s approximation on a smooth
concave function. As a result, it satisfies the properties: i)
log(X) = f(X,X). i) log(X) < f(X,Y), VY, and
iii) dlog (X) /0X = 0f (X,Y) /(’)X’Y:X. Consequently, the
constructed approximations in (9)-(11) also satisfy the proper-
ties stated in [13, Theorem 1]. This concludes the convergence
of the sequence of Vil to a KKT point of (13).

Algorithm 1 GIA-based algorithm for (12). € determines the
stability threshold.

1: Initialize VIO, § < 0,
2: repeat

3: i1+ 1,

4: VI solve (15),
5

6

7

s until RO — gE—1 < (Rl _

s return {{X}},{Q},}, W*} «+ plil

: UL (RU) transmit covariance can be implemented by choosing the matrix
square root as the UL (RU) transmit precoders: x;, = (X;) 2 s, Vk and
w = (W*)% z, where s, ~ CN (0,I) and z ~ CN (0, 1) are the UL
data symbols and the artificial noise sequence used for jamming.

B. Alternative jamming strategies

The proposed jamming strategy obtained via Algorithm 1
utilizes the coordination among the trusted RUs to enable a
secure infrastructure sharing. This requires a successful dis-
tribution of an a priori-known psedu-random sequence among
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the trusted RUs, in order to act as the jamming signal, as well
as the coordinated transmission of the jamming signal at the
trusted RUs. Moreover, the trusted RUs must operate in FD
mode in order to enable the joint jamming and the reception
of the transmitted signal from the UL users. In the following,
we offer variations of the proposed jamming strategy with
the intention of relaxing the aforementioned requirements,
however, at the expense of a slight performance degradation.

1) Separate/independent Jamming: In this strategy, the
trusted RUs utilize separate and statistically independent
psedu-random sequences for jamming, i.e., w; Lw,,, VI # m,
W, ~ CN (0, W,,), see [5], [16]-[18] for similar strategies.
As a result, the transmit jamming signal covariance, see (4)
and (5), is restricted to a block-diagonal structure as

W= (W) cr - (16)
The corresponding design can be consequently expressed as
max Ram s.t. (2), (3), (5), (12¢), (16),
{Xk}v{Qm }’{W'"L}>W (17)

which differs from (5) only in the additional linear constraint
(16) and can be hence solved via the same procedure as
proposed by Algorithm 1. Please note that the abovementioned
strategy reduces the need for sharing the same jamming
sequence among the trusted RUs and thereby reduces the risk
of revealing the used codebook to the untrusted nodes.

2) Half-duplex (HD) Jamming: In this scenario, the jammer
is not capable of FD operation [17], [19]. As a result, the
trusted RUs must choose between participating in the UL com-
munication process, or transmitting jamming signal towards
untrusted entities. This scenario, as well as the corresponding
design, is similar to the case where chain accuracy is not
sufficient for FD operation, i.e., when « is large.

3) Uniform Jamming: In order to further simplify the jam-
ming strategy, following a similar strategy as in [20], [21],
the trusted RUs may transmit a jamming signal uniformly to
all directions, i.e., W,,, = p, I, p,, > 0, which reduces the
design of the jamming strategy to a power allocation problem
at the trusted RUs. Please note that in addition to simplicity,
this strategy is useful to provide information security in all
directions, e.g., considering additional eavesdropper nodes
with unknown channel or location, or when the direction of

the untrusted RUs may not be revealed to the other parties.
The performance of the aforementioned jamming strategies is
evaluated via numerical simulations in Section IV.

IV. SIMULATION RESULTS

In this section, we evaluate the proposed privacy-preserving
sharing mechanism via numerical simulations. We assume that
the UL users are uniformly distributed in a squared area of
100 meters length. 4 RUs are positioned each at the center
of 4 equally divided squares with length 50 meters, wherein
2 trusted RUs are on one diagonal and 2 untrusted RUs are
on another diagonal. Similarly as in [6], the channel between
two different transceivers (one UL user and one RU or two
RUs) with the distance d is modeled as H = \/ﬁH, where

p=1/(1+ (d/50)3) represents the path-loss and vec (ﬁ) ~

CN(0,I). The self-interference channels are modeled similar
to [22] as

where pg is the self-interference channel strength, Hy is a
deterministic term indicating the dominant interference path’,
and Kr = 10 is the Rician coefficient. Unless otherwise is
stated, the following are set as the default system parameters:
|R| = 4, M| = 2, |K:‘ = 2, Psi — 1, NU,k = 2, NR,m =
Mgy =2, Cy, = 100 Mbit/s, B = 10 MHz, Py = Py =
Prm, Yk € K,m € M. The resulting system performance is
then averaged over 1000 channel realizations.

In Fig. 2, the average convergence behavior of Algorithm 1,
as well as the optimality gap, is observed for different values
of chain accuracy (x). Note that due its iterative nature, the
convergence behavior of Algorithm 1 is important as a measure
of the required computational efforts, as well as to verify
the expected monotonic improvement. The optimum strategy
is obtained by running an exhaustive search over the KKT
solutions, by repeating Algorithm 1 for 1000 different initial-
izations. It is observed that the algorithm converges within
100 iterations. Moreover, a narrow gap with the optimum

7For simplicity, we choose Hg as a matrix of all-1 elements



solution, specially for the high chain accuracy, indicates that
the resulting performance of Algorithm 1 can be regarded as
a close-to-optimum benchmark.

In Fig. 3, the achievable system sum rate is observed under
the information privacy requirement. In particular, we compare
four scenarios which differ in the usage of the proposed jam-
ming and sharing strategies, evaluated under different levels
of power budget P,qg and transceiver accuracy x = (. The
first scenario, denoted as “nSh-nJ”, represents a setup that the
untrusted RUs do not participate in the communication process,
while the proposed jamming strategy is also turned off. It is
observed that when the information privacy is guaranteed in
the physical layer, the achievable performance is saturated as
the transmit power increases, since the higher transmit power
also enhances the received signal quality for the untrusted RU.
However, the aforementioned shortcoming is effectively re-
solved in the second scenario, denoted as "nSH-J”, by enabling
the jamming strategy defined in Subsection II-A. Moreover, it
is observed that the obtained jamming gain is highly dependent
on the transceiver accuracy, since a higher hardware distortion
leads to a stronger residual self-interference, see (4). The third
and fourth scenarios represent a system where the untrusted
RUs also participate in the UL communication, without and
with utilizing FD jamming, respectively, denoted as ”Sh-nJ”
and ”Sh-J”. A promising improvement is observed via the
participation of the untrusted RUs in the UL communication
process, when the proposed jammig strategy is enabled at a
system with a high hardware accuracy.

In Fig. 4, the performance of the different jamming strategies
in Subsection III-B is evaluated and compared for different
values of power budjet, as well as hardware accuracy. In
particular, the proposed coordinated jamming strategy is com-
pared with the methods proposed in Subsection III-B. It is
observed that the proposed coordinated jamming results in
a superior performance, compared to all other (simplified)
strategies. However, when the hardware accuracy is sufficient,
the separate or uniform jamming strategies, lead to only a
marginal performance degradation. The coordination gain is
particularly high for a system with a larger «, as it enables
a better management of self-interference signal as well as the
transmission power resources. However, it is observed that the
HD strategy leads to a severe degradation, indicating that FD
capability is a key enabling technology to provide information
privacy in the studied CRAN system.

In Fig. 5, the achievable sum secrecy rate is evaluated
for different levels of the available jamming power which is
specified as a portion of the power budjet at the trusted RU
nodes, i.e., PR = Poua/2, m € M, where 1/2 repre-
sent the ratio of the available power dedicated for jamming.
It is observed that the achievable performance is sensitive to
the portion of the available power dedicated for jamming, as
it leads to significantly different performance gains as Fiyqg
increases. On the other hand, it is observed that even dedcating
a small portion of the P,y for jamming, e.g., with (pq = 4
or 6, the resulting performance benefits significantly from
the proposed jamming strategy, for a large or medium levels
of Pyq. Conversly, it is observed that the performance is
almost saturated after dedicating 25% of P,y for jamming.
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The aforemenetioned behaviour is promissing, as it indicates
a meaningful improvement even when the jamming power
expenditure is a small portion of the available power.
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V. CONCLUSION

In this work, we have proposed a coordinated jamming strat-
egy to enable the use of untrusted RU resources in the UL of a
C-RAN, while preserving information privacy. We summarize
the main take-aways of this work as following. Firstly, for a
traditional system without a jamming strategy, it is observed
that guaranteeing information privacy in physical layer leads to
a sever performance loss and resource inefficiency. Secondly, a
significant gain is observed via the application of the proposed
jamming, however, the jamming gain is highly influenced by
the accuracy of the FD transceivers, due to the degrading
impact of residual self-interference. Thirdly, a promising gain
can be obtained in the achievable UL private rate via the
participation of the external RUs, i.e., sharing gain, when the
proposed jamming strategy is implemented in a system with a
high transceiver dynamic range.
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